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NO.1 A Chrome administrator is trying to apply a new policy to the Finance organizational unit (OU)
in the Google Admin console, but some managed browsers in the Finance OU display an unexpected
policy value What could be causing the discrepancy in policy value for the affected managed
browsers'?
A. Another OU at the same hierarchical level as the Finance OU has the same policy configured with a
different value
B. The Finance OU has Inheritance for the policy set to 'Locally applied'
C. A user group has the same policy configured with a different value
D. A sub-OU under the Finance OU has Inheritance for the same policy set to 'Finance'
Answer: C
Explanation:
Policy conflicts can arise if the same policy is configured at multiple levels with different values. User
group policies have a higher precedence than OU policies. Therefore, if a user within the Finance OU
is also a member of a group with a conflicting policy setting, the group policy will override the OU
policy. Policies at the same hierarchical level do not typically conflict in this way.If the Finance OU has
"Locally applied," it would mean it's not inheriting, but it wouldn't explain a *discrepancy* within the
OU itself unless multiple local settings were applied. A sub-OU inheriting from Finance wouldn't
cause a discrepancy at the Finance OU level.

NO.2 An organization uses Chrome Enterprise Core and needs to enforce specific security policies
(e.g., disabling extensions, restricting website access) only for employee work-related browsing
Personal browsing should remain unrestricted Which approach is most appropriate?
A. Require a managed browser for work-related browsing, applying the policies to all browser
windows
B. Require a managed profile for work-related browsing, applying the policies to only that profile
C. Use a single managed profile for all users, configuring separate work and personal bookmarks to
manage access
D. Use a managed browser and set exceptions for personal use in the enterprise policies
Answer: B
Explanation:
The most granular and appropriate approach to apply work-related policies without affecting
personal browsing is to use **managed profiles**. By requiring users to use a specific managed
profile for work purposes, administrators can enforce policies only within that profile. Personal
browsing in a separate, unmanaged profile will remain unaffected. Option A would apply policies to
all browsing, which is not the requirement. Option C relies on bookmarks, which is not a security
enforcement mechanism. Option D is generally not feasible as enterprise policies are designed to be
enforced, and setting reliable exceptions for personal use within a managed browser is complex and
less secure than using separate profiles.

NO.3 When a Chrome browser under cloud management goes to a potentially risky website, that
action is logged in the Audit and Investigation Report as what type of event"?
A. SSL Error
B. Site Warning Unsafe Site Visit
C. Untrusted Site Visit
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D. Site Isolation Violation
Answer: B
Explanation:
When Chrome's Safe Browsing feature identifies a website as potentially risky and displays a warning
page that the user might bypass to visit the site, this interaction is typically logged in the Audit and
Investigation Report as a "Site Warning Unsafe Site Visit" event. This allows administrators to track
instances where users might be exposed to potentially malicious content despite browser warnings.
SSL errors relate to certificate issues, untrusted site visit is a more general term, and site isolation
violation refers to a different security mechanism.

NO.4 The security team has a request to approve two extensions with similar functionality. They only
want to approve one extension for use in the environment to avoid redundancy What is an objective
measurement that the security team can use to help determine which extension may be safer to use
?
A. 3rd Party Risk Score
B. Permission Count
C. Chrome Manifest Version
D. Chrome Web Store Ratings
Answer: A
Explanation:
A "3rd Party Risk Score" provides an objective assessment of the extension's security and privacy
risks, often based on automated analysis of its code, requested permissions, developer reputation,
and other factors. This is a more data-driven approach to evaluating safety compared to simply
counting permissions (which doesn't account for the sensitivity of each permission), the Manifest
version (which indicates features but not necessarily safety), or Chrome Web Store ratings (whichare
subjective and can be manipulated).

NO.5 An organization experiences a recent surge in account takeovers and suspicious activity Upon
investigation a security team discovers that employees are falling victim to infostealer malware
specifically designed to target Chrome browser cookies This malware is spreading through phishing
emails and compromised websites, and it is capable of stealing session cookies, login credentials,and
other sensitive information stored in the browser Which measure can an administrator implement
using Chrome Enterprise Core to mitigate the risks posed by cookie theft?
A. Block the use of third-party cookies
B. Require Enhanced Safe Browsing and enable Application Bound Encryption
C. Invalidate user's session cookies and tokens by resetting the sign-in cookies from the Google
Admin console
D. Disallow Chrome Sync and Require Incognito mode
Answer: B
Explanation:
To combat cookie theft from infostealer malware, requiring "Enhanced Safe Browsing" provides
proactive protection against malicious websites and downloads that might distribute such malware.
Enabling
"Application Bound Encryption" adds an extra layer of security to cookies and other sensitive data
stored by Chrome, making them harder for malware to use even if stolen. Blocking third-party
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cookies (option A) can improve privacy but doesn't directly prevent malware from stealing first-party
session cookies. Invalidating existing cookies (option C) is a reactive measure and doesn't prevent
future theft. Disallowing Chrome Sync and requiring Incognito mode (option D) changes user
behavior but doesn't inherently protect against malware on the local machine.
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